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SecureG
Cybersecurity

SecureG is a comprehensive security
solution designed to meet the high
security requirements of industrial
environments. It provides a secure
platform for data transfer and
verification, protecting critical
infrastructure and ensuring
uninterrupted production processes.




SecureG Use Cases

Securely scan and Ensure secure data Provide a security
manage external drives transfer between gateway to protect
different network against cyber threats

segments




SecureG Components

SecureG Kiosk Terminal App

Kiosk Touchscreen .NET WPF Application to run the 4 usecases:
1. QUICK SCAN, 2. USB-2-USB copy 3. USB-2-SHARE copy
4. DOWNLOAD-2-USB

|

SecureG Desktop Client App

File Explorer like interface to access SecureG solution. Lightweight
.Net WPF app, distribution & update via ClickOnce — no admin
rights required

SecureG Web App

SecureG web app offering all desktop app functionalities without
a dedicated client

SecureG Automation Service Syncovery

3rd party app with SecureG integration for all kinds of interfaces
to other protocols and services for all automation and integration
requirements

|
|
J
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SFTP

SG

SecureG Backend Server

Core SecureG service with logic, RabbitMQ, Mongo DB and
integrated Rebex SFTP Server

SecureG Analysis Backend

Backend services to analyse the data provided to SecureG
(Choose different OnPrem AV Solutions (Kaspersky, Avira,
ClamAV, Bitdefender,...), CDR (Glasswall), Virustotal,
Sandboxing...)

SecureG USB Guard

Client Windows Service to protect local USB ports against usage
of unauthorized storage devices (e.g. USB pen drive). If a USB
storage device has been scanned by the SecureG system and was
marked as clean it may be used on the client machine.




SecureG Technical Architecture

Kiosk Terminal App

SecureG Backend Server

(Touchscreen .NET WPF app for Windows 10/11
Kiosk Mode)

Desktop Client App

....................... (Lightweight .Net WPF app, distribution & update
3 via ClickOnce — no admin rights required)

(Core SecureG
service with logic,

(Internal) Services:

SWVE Serar DB and integrated
« Logging Rebex SFTP Server) SecureG Web App
TCP: 5672, 8022 (For users of the SecureG Web-Client
SG connecting on Port TCP 443)
SecureG Analysis Backend Ao .
R A Syncovery Automation
(Dependingonload AN 2oy, Service
SecureG Analysis
Backend and (Automatic file transfer jobs for all major
SecureG Backend protocols and cloud services. For all kinds of
- Server may or may integration requirements.)
not run on the
AV-Updateserver(s) < same host)
<
(Updater module available as UsB Guard
online / offline Repository) %, 6@’\'1' d
Bos oV W (Windows service which protects the system

“Tcp. 7
P: 5672, 8008, 80221 > SG Server/Client against the usage of unauthorized USB
Storage devices. No connection to SG server

required — offline check based on certificates) m
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SecureG Workflow

Recycle Bin
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DOWNLOAD

(pull)

Clean Download

Folder .
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SecureG Analysis Backend - Zero-Trust File Protection

Sandboxing & File Reputation Multi AV Scanning

RULES BitdeEndef SO?OS @ ﬁ
KASPERSKY2 @ AhnLab

J

SecureG Analysis

SYSLOG
S¥31 398N

External Threat Inteligence

. Ky o)
> | VirusTotal NO|11aNO

CDR Engine

/
GLASS\J‘?"A LL

Clean Rebuild Deliver

\

© i2solutions GmbH




Hardware Options for the
SecureG System

Standard Hardware
+ i2solutions Extensions

— .Q
CD 4
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Large Kiosk (with 19" rack) Mobile Client Small Kiosk




Example Customer Branding

Large Kiosk in
Corporate Design
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Screenshot Kiosk App (Touchscreen)

ESecureG Kiosk

EN ¥ End Demo

Secures

Quick USB to USB USB to Share Download to
Actions Scan Scan media

Section
5o

Quick scan, format, delete a This mode copies the data to This mode will copy the data to

device. the analysis platform. After a the analysis platform. After a
successful scan, the data is successful scan the data will This mode loads files from the
copied to the second USB be shown on the share. server. After a successful
stick.

download, the data is copied to
a device.
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Screenshot Windows Client App

[ secureG Client

Secure(s

ee@gion
Q/

B My files b
BB Protokolle
< Shared files B Analysexisx
Kurzprasentation.pptx
¢ Administration B nNotizen.txt
@ Scan history

11 Own data transfers

Last refresh: 2024.06.21 13:57:57

Modified File size

06/19/2024 04:31 PM
06/19/2024 02:50 PM
05/07/2020 10:21 AM
06/19/2024 02:49 PM

sg.admin

@o/0 @

Unknown
14.7 KB
5.2 MB

59 KB




Screenshot Windows Client App

B secureG Client — =] %

sg.admin

Secure(s

C @Bo/0 @

Scan Date -~ Status Scan Details
B My files A2R0308AM L a4 AM
11/02/2023 09:18 AM e ?
Infected items 0>
i 11/02/2023 09:04 AM
<: Shared files Not scanned items ) >
11/01/2023 04:02 PM
Clean items { >
o pr— 11/01/2023 03:55 PM @ ;
ministration 14/01/2023 0349 PM o Details meta scan
11/01/2023 03:24 PM @ Enqueued: 11/2/2023 9:32:54 AM

~ :
€9 Scan history Started: 11/2/2023 9:32:54 AM

Finished: 11/2/2023 9:32:54 AM

Target folder: \

Used Ruleset: SecureGGenericRule
Simulated Scan Engine v0.1 January 2019

11 Own data transfers

Last refresh: 2024.06.25 09:29:06 m




Screenshot Web App

8. (im] SecureG Client x 4+

- C B https://web.demo.secureg.com/App/Root#!/virtualfilesystem

“ Name

Aﬁ

Last refresh: 2024-06-25T10:38:50+02:00

DRAG AND DROP FILES HERE

< % Modified = File size
B Protokolle 2024-06-19 04:31 PM
B Analyse.xlsx 2024-06-19 02:50 PM 14.72 KB
0]
B Kurzprisentation.pptx 2020-05-07 10:21 AM 5.21 MB
t ?
+ a Notizen.txt 2024-06-19 02:49 PM 58.95 KB
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Screenshot Syncovery Automation
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yncovery 10.6.3 (64 Bit)

File Wizard Mode Help

| Profile Overview ¥ Scheduler @ Ordering

/=K 00C00®@® LR in

Filter:

Profile Groups...

Profile Settings

0 Profiles L

13:51:18

Profile Mame: | SecureG
Profile Group:  SecureG
Base Paths For Synchronzation
Left-Hand Side: Bight-Hand Side:
-
— N switch - N
- Browse.. . Internet... Device... sides - Browse.. . Internet... Device...
[] Additional Destinations...
Copying Directions Include Subfolders
Left To Right [] Right To Left I Nene © Al (D) Selected Choose Folders and Files...
Sync Operation Mode
O Standard Copying () SmartTracking () Exact Mirror () Move Files To Destination

Standard Copying will copy new, missing, or modified files, but it will not delete any files.

Advanced Settings

Schedule  More Weekdays and Time Window

Access & Retries
Comparisan
P [ Schedule This Profile
Ezlbders () Run Every Day (Or Specified Weekdays) At 00:00:00 :
Masks & Filters N
Safety () Repeat After |1 days |0 hours |0 minutes |0
Special o
Versioning () Repeat Monthl O Run Only Once
Compress/Encrypt i d 4
Informati .
FHan [[] Specify Next Run: ~ [01.01.2004 | |D0:00:00 s
Defaults [] Interval specifies the idle time between runs
Disable this profile OK Cancel

Monitoring / Real-Time Sync

ceconds

Configure...

Internet Protocol 5

Protocol: Sec-Gate [ SecureG hd

FTR/FTPS

SSH/SFTP

WebDAV

Password: 53

HTTP

Azure

Rsync

Gladier

E2

Box

Google Drive

Falder: Google Cloud Storage
DropBoxy2

start absolute pat Rackspace
OneDrvMew
OneDrive for Business
Sharepoint

0O Automatically Graph

{using a temp Office365GovUS

SugarSync
MediaFire
PCloud
Sharefile
Mega
MTP

Email
Sec-Gate [ SecureG

User ID (login):

Group:
Port Mumber:
dl
1 home dir)
Allow IPVE

directBOX
Komfort Cloud
top farmplan




SecureG Offers the Following Security

and Data Protection Benefits

@ Zero-Trust File Protection @ Usability

- Comprehensive threat protection through Simple and intuitive user interfaces for kiosk
a combination of sandboxing, multi-AV terminals, desktop and web applications
scanning and CDR

@ Optimised Workflow @ Flexible and customized

- Seamless and efficient management of Customisable, including custom hardware
security processes through automated solutions and branding options
checks and centralised data management
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Our Experts

Sales & Support

Dr. Thomas Wiegand
Partner

E-Mail: t.wiegand@i2solutions.de

Phone: +49 (0)2402 102994-22
Mobile: +49 (0)170 4519082

Technical Information &
Support

Stephan Schopen
Dipl.-Ing.(FH), MBA
Partner

E-Mail: s.schopen@i2solutions.de
Phone: +49 (0)2402 102994-24
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—
&

—
«

L
—
'.

q
—
L}

L
—_
q
=
L
—
[

w2 solutions

intelligent growth

E.-

i2solutions GmbH SeC ur T y

IT Consulting Germany

made
Trust Seal In
CEO David Bergstein et et Germany
Pfarrer-Gau-Str. 13
52223 Stolberg
Germany
www.i2group.de Member of .11l 2 group
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http://www.i2group.de/
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